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It’s only when the tide goes out that you

realise who’s been swimming naked

2

Warren Buffet
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How Can ACL Assist With Fraud Detection?
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Features In ACL that can assist with Fraud Detection

STATISTICS command

= Gives averages, value or date spans

= Lots of values stored as variables that could be used in filters and scripts

Payment Amount

|I~Iame |T3rpe |‘.r'alue
| |Humber | Total |h1.rerage |LDW1 | M |12.EiEI

| Range | -| 267205 |
| Positive | 16,573 [6,884,996.23 | 415.43

N 262616

N |2672.05

N |6,884,906.23
N |415.43

N 1260
N
N
N

| Negative | 0| 0.00)  0.00
T
| Totals | 16,573 |6,884,996.23 | 415.43
Abs Value | - 6,884,096.23 |

IMIN
IMAX
TOTAL1
(COUNTA

2,684.65
6,884,996.23
116,573

|
|
|
\AVERAGET |
|
|
|
|

| Highest | Lowest
| 268465 | 1260
| 268465 | 1260
|2636.16 | 12.60
|2636.16 | 12.60
|2636.16 | 12.60
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Features In ACL that can assist with Fraud Detection

DUPLICATES command

Easy to use, key is in selection of data and computed fields
Common application is in analysis of duplicate payments
Suppliers may be deliberately double invoicing to exploit control weaknesses

Could also be collusion between AP and Suppliers

Invoice Payment FPayment Fayment Vendor

Mumber Amount | Date Mumber Mumber
1366449 £110579 01082002 |PT-15262 102444
1366449 £110578 | 02M5/2002 | PT-26397 102444
136654 £1,05315 (01132002 | PT-16706 | 102444
136654 £105315 (01222002 | PT-19178 102444
136654 £105315 021212002 | PT-25449 102444
137545 £1,05315 |02/06/2002 | PT-23469 102444
137545 £105315 (022002003 | PT-30303 102444
137828 £105315 (012212002 | PT-18268 | 102444
137828 £1058315 (02212003 | PT-30304 | 102444

== End of File ==
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Features In ACL that can assist with Fraud Detection

CLASSIFY / SUMMARIZE commands

CREATED_BY Count Percent

Great for spanning large datasets and seeing the data in a concise way
Take vendor creation/modification

s the role of K_DUDAK really to create/modify vendors?

Why blanks?

Use in combination with AVERAGEL variable generated by STATISTICS
Set tolerance boundaries e.g. 20% below AVERAGE1

Sometimes good to view graphically also

LAST_MODIFIED

Percent
of Count

of Count

R_FATEL 60

32

3077 J_SMITH

G_WILSOMN 50 25.64

S_JONES

2359

S_JONES 39 20.00

G_WILSOM

20.51

J_SMITH 36

18 45 F_PATEL

20.00

5 2.56

2.56

K_DUDAK

5

2.56

K_DUDAK

1.03

== End of File ==

== End of File ==
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Features In ACL that can assist with Fraud Detection

STRATIFY command

= Good way to quickly see outliers in a large population of numbers

= Could be used when viewing expenses

| Expense Amount |{'.ount |Peroent of Count |Peroent of Field |Expen5& Amount
| 0.60 - 152,53 6734 94.34% | 42.16% | 103,357 61
|152.54-30447 | 211 2.96% | 20.08% | 49,220.00
|30448-45641 | 122 171% | 17.9% | 4388575
|45642-60835 | 34 0.48% | 7.13% | 17,483.00
|608.36 - 76020 | 0.22% | 4.43% | 10,854.50

|

|

|760.30 - 91223 0.2% | 4.84% | 11,874.00
|912.24 - 1.064.17 0.03% | 0.81% | 1,980.00
|1.064.18 - 1.216.11 | 0.03% | 0.93% | 2,268.00
1.216.12 - 1.368.05 | 0.01% | 0.53% | 1,296.00
|1.362.06 - 1.520.00 | 0.03% | 1.19% | 2,920.00
| Totals 7138 100% | 100% | 245,138 86
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Features In ACL that can assist with Fraud Detection

FIND Function

= Easy to locate key strings of data in large data sets
= |s not case sensitive and also looks within strings

= Famous Gym/Taxi scam

Filter:

Erd ‘% <§(" ﬁfg Iﬁnd{"ta:d" merchant_name)

Report Employee Merchant Expense
Mumber Mumber Mame Date
017249 0o0ass Metro Taxi 0302712004
017249 0008938 Metro Taxi 0313112004
017250 001781 Takeout Taxi 0302712004
017250 001781 Grove Taxi 0440212004
017251 001117 Atlanta Metro Taxi | 03/30/2004
017252 002115 Metro Taxi 0302712004
017253 001107 Atlanta Metro Taxi | 032712004
017253 001107 Crown Taxi Cab 0440142004
017254 000243 Metro Taxi 0313002004
017254 000243 Atlanta Metro Taxi | 05/04/2004
017255 001173 Metro Taxi 03r29/2004
017255 001173 Emerald Taxi Ltd | 03/29/2004
017255 001173 Takeout Taxi 03/29/2004
017255 001173 Grove Taxi 03/29/2004
017255 001173 Atlanta Metro Taxi | 04/01/2004
017256 001601 Atlanta Metro Taxi | 03/30/2004
017256 001601 Crown Taxi Cab 0313112004
017256 001601 Takeout Taxi 0313112004
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Features In ACL that can assist with Fraud Detection

BENFORD Ccommand

Probability theorem that makes predictions about distribution of digits in numerical data
Can detect hidden trends occurring in the data

Looks at first few digits of numbers and attempts to predict expected distribution

Used frequently to detect spending just below authorisation levels

Always worth running to see what it comes up with anything
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Features In ACL that can assist with Fraud Detection

BENFORD Ccommand
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Features In ACL that can assist with Fraud Detection

FILTERS

Allows you to home in on transactions that meet certain conditions
Quick filter allows expressions to be built quickly with no syntax errors
Use variables and functions to make your filters powerful

Any guesses as to what this filter is doing?

Filter:
?:j? ﬁ' :Q_'('r ﬁ IDDW{tmnsac:tinn_date}='l AMD fransaction_amourt = 55000)

Transaction Transaction Employee Transaction
Mumber Date Mumber Amount
32421 02M6/2003 00447 £56,501.49

35839 05M11/2003 004449 £55,188.16

36703 06/01/2003 00450 £56,.424 89

367049 06/01/2003 004449 £58,776.29

40581 0B/03/2003 00447 £58 11713

42235 08312003 00451 £57,384 58

43273 10M12/2003 00450 £58,606.91
== End of File ==
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Features In ACL that can assist with Fraud Detection

COMPUTED FIELDS / WORKSPACES

Add your own fields to existing data fields
Confirm accuracy of calculations
Store filters as logical computed fields i.e. T or F

For widely used computed fields think about using Workspaces

Fitter:
% % W 9 [F_Sun_Trans_GT55000 < F

Transaction Transaction Employee Transaction | F_Sun_Trans_GT55000
Mumber Date Mumber Amount
22421 D2M6/2003 00447 £56,501.49
35839 05M11/2003 00448 £55188.16
6703 06/01/2003 00450 £56,424.89
JE709 06/01/2003 00448 £5B8,776.29
40581 08/03/2003 00447 £58 11713
42235 08/31/2003 00451 £57. 38458
43273 10M2/2003 00450 £58.606.91
== End of File ==
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Features In ACL that can assist with Fraud Detection

SCRIPTS

Why reinvent the wheel every time?
Share/swap your scripts with your friends!
Easier than you think to create — recorder, log entries, create script from table history

What's this script doing?

OPEN Tramsactions_ 2003
SET FILTER DOW( transaction date)=1 AND (transaction_ amount > 55000)
EXTRACT EECORD TO "Sun Trans GT_S55000" OFEN




Where Has ACL Been Invaluable In Detecting
Fraud?
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Uncovering a massive $70m of fraud

66

ACL opened a lot of eyes and made us recognise

Forensic Strategic Solutions

Uncoreg s o s AL the need for a powerful data analysis tool to

“After _Fore‘nsic‘Strategic Solutions completed the . . . .
rorensic i sTRATEGIC injestigation, ftiopenet! = fol gt s, | st Comtaitng e n S U re p roa Ctlve a n d O ngO | ng m O n |t0 rl ng Of
M twrions, the effectiveness of ACL's product, and the Los Angeles
Unified School District purchased multiple licenses of ACI™
to use after we had completed the audit. The District
recognized the need for a powerful data analysis tool to h H d d
f'::t‘:::sfnmsm:nu;llnlns‘-antn ensure proactive monitoring of areas such as exception a re a S S u C a S exce pt I O n re po rts a n Ve n O r
V Lmstsmzu:msrem..-;mm.e reports and vendor encumbrances on an ongoing basis.,,
Faymen

ok et Rolibins, Mansger of Fraud Examination

cinich e o U5 0 .
Farensic accounting and fraud examination specialists, Forensic Strategic e n C u m b ra n Ce S .

' 0“:*"“‘_!"" Solutions PC, were hired by the Los Angeles Unified School District (LAUSD) to
AT g perform an examination of the District's Belmont Learning Complex project.

KEY BENEFITS Mired with prablems and a price tag estimated at aver US $200 million, the
= Uncovered 48 budget transiers authostzed by one construction project for the high school bacame the most expensive in the
Fiplpes oy AL S 80 by g e country before the District was forced to step in and stop construction. Using

four manch period
s identifed ovesbdling of U $2.1 miion theough ACL audit analysis technology, Forensic Strategic Solutions investigation
Gt

FRymest agol uncovered a range of fraudulent activities and lapses in financial controls,
it including fictitious vendors, duplicate payments, and widespread violations
of competitive bidding policies, the sum of which totalled more than US §70

Manager of Fraud Examination, Forensic

Customer Profile

Forensic Strategic Solutians frud examiners are naion experts in the detecton and deterrence of 3 wide
varety of Fraudulent conduct — from d employees or exeati i ¥

o o
assets to asisting investors wh are defrauded in the course of commescal transactions, Thir team of
Hhighly specalived fraud examiners relies an the powerlul data analyss capabilies of ACL technology 1o

assist therm on projects suck 2s the LAUSD audit and investgation

Applications

olutions uses ACL technology
‘Examinations, 1o detect fraud, and identify wesknesses in internal finandial conols.

AEE> www.acl.com/success
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Finding >$2m lost revenue in days

ACL CASE STUDY

CHAN Healthcare Auditors
Business Assurance Through Targeted Data Analysis

“*An audit process that uses AL technology is lig
ahead of manual sampling. In the past, you'd h
the lottery to find something big. With ACL we can find
the root issues, identify trends, and provide our dients
with detailed results...

. MiLmden Vi

For more than 10 years, CHAN Healthcare Auditors (CHAN) has refied on ACL
data analysis solutions o help ts assure compliance and

revenues. CHAN provides intemnal audit services to over 20

aooss the LLS. through a network of over 250 auditors warking

locations. Each organization CHAN senves faces unique internal challer

nearfy every fality must comply with government reguiations an:

strict controls over intemnal revenue oycles. CHAN uses ACL tachnology to help its
clients strengthan the effectiveness of their business controls and minimize
revenue leakaga

Cistomer Profila

CHAN 5 the ool U.5. compeany focused exchustvely on providing Insmal audi senices 0 the hethoare
sy, Formed i 1907 thrcgh 2 cobabaration of e b [<ese 2 et Besicare systams,

CHAN JIR0rS MMt 3 PEMMNEN 0n-5EE MFESENCE I OvEr 10 NEJENCIE NEIWONG 3055 e nation
a0 E nats a0t of U $40 ik,
Weaoqunanisred in St oo, Misour, CHAM Enpiogs 3ust protessionas i 36 states.

Applications

CHAN 1l 00 ACL technciogy for sfecsie, e, and poweri anaiyics o 2oress 3 civese range of
nEShCarE 0t processes.

Challenges

CHAN SUR0rs WOrK YE3F{CUNA 05T, 25 e "ChVEt At EXeaves” N helr matanual Neamncae
taxiities CHAN 3uiRors must airess 2 varissyof Intema contms ssues, bt n aroic b, rspond o she
e key are3s 2t chainge TSt ey NEIECHE oraniZIton: ravere CIpTE, prodslon or b

e eszves, znd requiiny Compiianc:

66

A process that uses ACL technology is light years
ahead of manual sampling. In the past, you'd
have to hit the lottery to find something big.
With ACL, we can find the root issues, identify

trends, and provide our clients with detailed

results. ,,

VP Operations, CHAN Healthcare Auditors

www.acl.com/success
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Detecting 85% frauds before customers affected

66

ACL has been a crucial resource for our

ACL CASE STUDY

T.C. ZIRAAT BANKASI A.S.
Fraud detection with ACL managed analytics

organisation. We've enhanced audit efficiency

“* ACL has been a crucial resource for our organization.
We've enhanced audit efficiency and productivity, while o . . .
detecting fraud and fund misappropriation with secure a n d p rOd U CtIVIty, W h l Ie d ete Ctl ng fra U d a n d fU n d
faster analysis.,
All ARAS, Presigen of Audlt Depaniment

misappropriation with secure faster analysis.

Founded in 1863, T.C. Ziwaat Bankas Aﬁ}_-s the largest bank in Turkey. The state-
owned institution provides banking, finandial, insurance and cedit card services
at over 1,300 branches, 50 special operations centers, and 25 bureaus in Turkey

and in 17 countries around world. Ziraat Bank is headguartered in Ankara, with
over 23,000 employees and annual net profits of LIS §2.4 billion

Objectives

i S G Rk President Audit Department, T.C. Ziraat Bankasi

esporsibilies 2nd U5e 2utmated ECiUE: 10 DoV sirategic Rtfigene. Taiored audt anlcs o
ne of the most % help these eMency

Since 2005, the Zraat Bank Central Awdh Deparment (CAD) has used ACL solubions {0 uncower infesnal
113U o ermty potestial contnd k. There are four audors 2nd Pour assstanes n the CAD, pius 239
s In the s Bank Supsisary Commsshor.

AR managers and the CAD e the ACL sokto fraud without oS3y, Tme g ste
WIS, T SIS BN 10 GNANZE DNk 3ng DA DEERGE SheEts and MEJSLTE MK Sposure. he s

250 test l2rge data fles to desemine cred? placement, follow-up account bafances, sinactural changes
e e www.acl.com/success
nalyacs e then transtered 10 bank branch managess for adstional investigagan. [ ] [ ]

Implementation and Planning

The Zraat Bank fas worked Sosely wif KOMTAS Informaon Managemert — 210G ACL Channel Parmer
— 10 inplener ACL lechnaiogy and provide consalting, trafing and suppart sesvices for the 2. feam
anuf cther Employess

ACE>
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Leveraging analytics in the fight against fraud

Seven Steps to Jump Start Your Anti-Fraud

Program

Knowing what to look for is critical in building a
fraud detection program. Excerpted from
Fraud Detection: Using Data Analysis
Techniques to Detect Fraud, read examples of
the types of fraud and the tests used.

www.acl.com/fraud

ACE>
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Leveraging analytics in the fight against fraud

Learn Three Fraud Tests in Less Than 10
Minutes

Learn from the ACL specialist presenting this
short webcast how to run three simple fraud
tests: finding suspicious numbers, suspicious
vendors and suspicious bids.

www.acl.com/fraud

ACE>
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Leveraging analytics in the fight against fraud

Free eBooks

A
Q@ k,j@
Don't Get Stung | Advice and real-life examples of organisations

by the UK Bribery Act . . .
Leveraging audit anyalytics forcornpliance)t,esting a p p Iyl ng a u d It a n a Iyt | CS tO a UtO m ate

compliance and fraud testing. Resources include

assessment questionnaires to give a snapshot of

your compliance landscape and help determine

Don’t Get Bitten by the FCPA
Leveraging audit analytics for compliance testing n eXt Ste ps °

www.acl.com/Bribery

www.acl.com/FCPA

ACE>



http://www.acl.com/Bribery
http://www.acl.com/bribery
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Leveraging analytics in the fight against fraud

Receive an Audit Analytic Capability
Assessment

Global Survey:
What is your Audit Analytic Capability?

www.acl.com/aacmsurvey

ACE>
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Leveraging analytics in the fight against fraud

Join the Conversation!

www.acl.com/social
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Leveraging analytics in the fight against fraud

% W

ACL Blog LinkedIn Twitter Facehook iTunes YouTube

Read abuu‘[ issues  Join today and Keap up with Us in Be anACL Services  VisitACLs Channel ~ Watch videos of

andinsights related ~ expand yourown 140 charactersor - Facebook Fan! and listen o ACL speakers and

to audit and finance  network of confacts.  less! Follow Peter  Interact, watch audio podcasts thought leaders as

=l in real time. Millar, named one of ~ videos and find out ~ with industry the share the latest
the most influential ~ what's going on thought-leaders, in Best Practices.
Tweeters inAudit. — atACL

» www.acl.com/social

ACE>
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DataConsulting

Leaders in data assurance and advisory services
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